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# Security Architecture Review: meta-for-magento2

Executive Summary: This extension has critical production-blocking security vulnerabilities that expose merchant API 
credentials to client-side code, accept unvalidated external business IDs in SQL queries, and lack webhook signature 
validation. The most severe issue (#4) sends Meta OAuth access tokens to the browser where they can be stolen via XSS, 
DevTools inspection, or MITM attacks—granting attackers full control over merchant Facebook Business accounts. 
Combined with missing CSRF protection (#13) and mass assignment vulnerabilities (#9), this creates multiple paths to 
complete system compromise. This extension should not be deployed to production until findings #4, #9, #13, and #21 are 
resolved.

Critical Architecture Flaws

1. Client-Side Credential Exposure — IMMEDIATE FIX REQUIRED

Files: ApiKey/Index.php:71-73, ApiKeyService.php:50-60, commerce_extension.js:15-17, fbe_installs.js:70-72

Your FBE installation flow returns Meta OAuth access tokens in JSON responses and stores them in 
window.facebookBusinessExtensionConfig. The fbe_installs.js script then uses these tokens to make Graph API calls directly from 
the admin's browser. This violates OAuth security fundamentals.

Attack vectors:

• Browser DevTools reveals tokens in Network tab and console logs

• XSS vulnerabilities anywhere in Magento expose tokens

• CDN/proxy caching can persist tokens in edge servers

• Man-in-the-middle attacks on HTTPS downgrades

• Session replay tools capture tokens in recordings

What you need to do:

1. Create server-side proxy controllers for all Graph API operations. Never let tokens leave the server.

2. Store access tokens encrypted using Magento's Encryptor class with per-merchant keys.

3. Show API keys exactly once via secure modal after generation—never return them in subsequent HTTP responses.

4. Replace global JS config object with CSRF-protected AJAX endpoints that return only non-sensitive data.

5. Implement audit logging tracking every API key generation and retrieval with admin user ID, IP, and timestamp.

Timeline: 8–12 hours | Complexity: HIGH — requires rearchitecting authentication flow

2. Webhook Signature Validation Missing

Files: Multiple webhook controllers lack signature verification

Your webhook endpoints accept POST requests from the internet without verifying they came from Meta. An attacker can send 
forged webhook payloads to create fraudulent orders, cancel legitimate orders, or subscribe users to newsletters without consent.
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Meta provides HMAC-SHA256 signatures in the X-Hub-Signature-256 header. You must validate these before processing any webhook.

Implementation checklist:

1. Create WebhookAuthenticator service:

2. Replace all dangerous bypass calls with signature validation at controller entry point.

3. Add configuration toggle in system config with enforced validation in production mode.

4. Implement nonce/timestamp tracking to prevent replay attacks—store processed webhook IDs for 24 hours.

5. Log all validation failures with payload fingerprints for forensic analysis.

Timeline: 6–8 hours | Complexity: MEDIUM

3. Mass Assignment Configuration Vulnerability

Files: Ajax/PersistConfiguration.php:80-146

The PersistConfiguration controller accepts arbitrary POST parameters and saves them directly to core_config_data without 
validating parameter names. Combined with missing CSRF protection, this allows attackers to modify any system configuration 
value.

Exploitation scenario:

Required fixes:

1. Define explicit parameter allowlist:

2. Reject unexpected parameters before processing: array_diff_key($request->getParams(), self::ALLOWED_PARAMS).

3. Type coercion and validation: Cast integers, validate booleans, sanitize strings.

4. Verify store authorization: Ensure admin user has permission to modify config for target store ID.

Timeline: 6–8 hours | Complexity: HIGH

4. Missing CSRF Protection on Critical Ajax Endpoints

Files: fbe_installs.js:10-14, 15+ Ajax controllers

Your ajaxParam() helper conditionally adds form_key only if it exists. Multiple critical endpoints (PersistConfiguration, 
FbeInstallsSave, CleanCache, Fbdeleteasset) don't enforce CSRF validation server-side.

Attack scenario:

Remediation steps:

1. Make form key required in JS:

2. Add server-side validation to all Ajax controllers:

3. Create integration test suite verifying CSRF protection works across all endpoints.

Timeline: 3–5 hours | Complexity: MEDIUM

High-Severity Data Integrity Issues

5. External Business ID SQL Injection Path

Files: CreateCartApiInterface, AddCartItemsApiInterface, OrderHelper

Every Commerce API endpoint accepts $externalBusinessId as an unvalidated string parameter. These IDs flow into database 
queries for store resolution without format validation or prepared statement guarantees.
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Attack vectors:

• SQL injection via crafted business IDs containing quotes/semicolons

• Cross-merchant access by guessing/enumerating other merchants' IDs

• Authorization bypass via ID manipulation

Required architecture:

1. Create ExternalBusinessIdValidator service:

2. Add ACL authorization layer: Verify authenticated API user owns this business ID before processing.

3. Use integer store IDs internally: Convert external ID to store ID once, then use prepared statements with integers.

4. Security test suite: Attempt cross-merchant access via ID manipulation—verify 403 responses.

Timeline: 8–12 hours | Complexity: CRITICAL — requires architect for ACL design

6. Unvalidated Store ID Parameter Privilege Escalation

Files: Multiple Ajax controllers, Setup.php:150-180

Store IDs are extracted from request parameters without verifying the admin user has permission to access that store. Controllers 
inconsistently fall back to "first available store" when validation fails, creating silent authorization bypasses.

Exploitation:

Fix requirements:

1. Centralized validator service:

2. Fail loudly: Throw AccessDeniedException instead of silent fallback.

3. Update all 15+ Ajax controllers to call validator before processing.

4. Integration tests: Confirm multi-store authorization boundaries hold.

Timeline: 5–8 hours | Complexity: MEDIUM

7. Race Conditions in Order/Refund Creation

Files: CreateOrderApi.php:267-273, CreateRefund.php:78-82, CreateOrder.php:162-180

Your duplicate-check logic queries for existing records but doesn't use database locking. Concurrent webhook requests can both 
pass validation and create duplicate orders before transactions commit.

Race condition window:

Required changes:

1. Add unique database constraint: ALTER TABLE sales_order ADD UNIQUE INDEX idx_facebook_order_id 
(facebook_order_id)

2. Wrap in transaction with row lock:

3. Implement idempotency table: Store processed webhook IDs with 24-hour TTL—reject duplicates.

4. Use distributed locks (Redis) if running multi-server architecture.

Timeline: 6–10 hours | Complexity: HIGH

8. Unvalidated Meta Tax Rates Applied to Totals

Files: MetaTaxCalculation.php:47-148, MetaTaxCollector.php

Tax amounts and rates from Meta's Graph API are applied directly to order totals without bounds validation. A compromised API 
response could set absurd tax rates causing payment gateway rejections or fraudulent overcharges.
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Vulnerability:

Validation rules to implement:

1. Bounds checking:

2. Circuit breaker logic: If Meta tax differs from Magento by >50%, revert to Magento calculation and alert.

3. Audit logging: Log all tax rates exceeding 25% with full Graph API response.

Timeline: 6–8 hours | Complexity: MEDIUM

Critical Business Logic Vulnerabilities

9. Event ID Deduplication Race Condition

Files: metaPixelTracker.js:45-88, Purchase.php, EventData.php, Common.php

This is your most expensive bug. The frontend JavaScript subscribes to the capi-event-ids customer data section to retrieve event 
IDs, but there's a race condition: if the section loads slowly or gets invalidated, the code generates a new UUID instead of waiting 
for the server-provided ID.

Business impact: 10–20% duplicate Conversion API events inflating ad spend by thousands monthly.

Race condition flow:

Required architecture overhaul:

1. Create meta_event_deduplication table:

2. Store event IDs in database with 60-second TTL instead of customer session.

3. Replace polling with direct AJAX call:

4. Implement cleanup cron: Purge records older than 5 minutes.

Timeline: 10–14 hours | Complexity: CRITICAL — requires architect for distributed ID generation

10. Client-Side Security State Coordination

Files: commerce_extension.js:80-89, 96-116

Post-onboarding sync state is coordinated via sessionStorage with a 30-minute TTL managed entirely client-side. Attackers with 
browser access can manipulate sync state to trigger unauthorized operations or replay stale sync requests.

Attack scenario:

Required redesign:

1. Move sync coordination to database-backed state machine with server-side expiry enforcement.

2. Generate cryptographically signed, single-use sync tokens:

3. Validate token signature and expiry before executing sync.

4. Remove all sessionStorage usage for security-critical flows.

Timeline: 5–7 hours | Complexity: HIGH — requires architect for state machine design

Medium-Severity SQL and Input Validation Issues



Ghost Architect
AI-powered codebase intelligence  |  ghostarchitect.dev

Page 5

Generated March 23, 2026 at 2:15 PM  |  ghostarchitect.dev © 2026 Ghost Architect. All rights reserved. Confidential.

11. SQL Injection in Category Attribute Persistence

Files: CategoryUtilities.php:354-377, FacebookCatalogUpdate.php:100-103

Collection filtering uses sprintf to construct WHERE clauses with user-controlled data. While likely validated upstream, direct string 
interpolation creates unnecessary SQL injection risk.

Vulnerable pattern:

Safe alternative:

Additional fixes:

• Add explicit integer casting: (int)$category->getId()

• Validate Meta product set IDs match expected format (numeric strings only)

• Use repository pattern instead of raw SQL where possible

Timeline: 3–5 hours | Complexity: MEDIUM

12. SQL Injection in Sales Order Grid Plugin

Files: FacebookSalesOrderGridPlugin.php:42-48

The beforeLoad plugin performs a LEFT JOIN using string concatenation without validating table names. If config is compromised, 
attackers could inject SQL fragments.

Vulnerable code:

Required hardening:

Timeline: 3–4 hours | Complexity: MEDIUM

13. Unvalidated External Shipping Method from Meta

Files: OrderMapper.php:146-151

When Meta passes a reference_id containing underscore, code assumes it's a valid Magento shipping method and uses it directly. 
Attackers controlling Meta API responses could inject methods like free_shipping or malformed codes.

Validation required:

Timeline: 2–3 hours | Complexity: MEDIUM

Application Security Hardening

14. Client-Side Error Reporting Accepts Arbitrary Payloads

Files: ReportClientError.php:52-54, error_logging.js:32-47

The endpoint accepts raw JavaScript error data from clients and logs it directly to Meta telemetry without validation. No rate limiting 
means attackers can flood logs, poison debugging telemetry, or cause DoS.

Required protections:

1. Client-side rate limiting:

2. Server-side validation:

• Validate filename against whitelist of deployed assets

• Sanitize all fields: strip HTML, limit lengths

• Add rate limiting: max 10 errors per admin session per 5 minutes
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Timeline: 6–8 hours | Complexity: MEDIUM

15. No CSRF Protection on Newsletter Auto-Subscribe

Files: OrderCreateAfter.php:95-116

The observer auto-subscribes customers to newsletters based on Facebook order webhook data without validating request origin. 
Violates GDPR/CCPA consent requirements.

Required changes:

1. Never auto-subscribe from webhook data — require explicit double opt-in.

2. If business requires it: Add cryptographic webhook signature verification (ties to Finding #1).

3. Log all subscription events with IP, user agent, data source.

4. Add rate limiting: Max 5 subscriptions per email per 24 hours.

Timeline: 3–5 hours | Complexity: HIGH — legal/compliance review required

16. CSRF Bypass via Late Form Key Validation

Files: ProductInfoForAddToCart.php:126-132

Form key validation happens after product ID extraction. If validation fails, code redirects but has already processed untrusted input
—creating timing side channel for CSRF attacks.

Fix:

Timeline: 1–2 hours | Complexity: LOW

17. Missing Input Validation on Customer Session Event IDs

Files: CustomerRegistrationSuccess.php:73-80, AddToWishlist.php:58-65

Blocks retrieve event IDs from customer session without validating structure or data types. Corrupted/malicious session data could 
cause fatal errors or leak data to frontend JavaScript.

Validation required:

Timeline: 3–5 hours | Complexity: MEDIUM

18. Cryptographically Weak UUID Generation Fallback

Files: metaPixelTracker.js:14-29

The UUID polyfill uses crypto.getRandomValues() but doesn't verify the entropy source is cryptographically secure. On older 
browsers, this could produce predictable event IDs enabling tracking attacks.

Hardening:


